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EXECUTIVE SUMMARY

This document describes enhancements and additional functionality to be incorporated in
NERC Resources Adequacy Monitoring Release 3.5. This project will complement and
enhance Release 3.5 Wide-Area Rea Time ACE-Frequency Monitoring Systemm
developed and deployed by Consortium for Electric Reliability Technology Solutions-
Electric Power Group (CERTS-EPG) and currently installed at NERC, DOE, FERC
(larms), and Reliability Coordinators sites. Additional features complying with
requirements coming from NERC Staff, Resources Subcommittee and Reliability
Coordinators will be implemented in Release 4.0. The enhancements and additional
functionality have been grouped in the following functional categories:

- New functional enhancements - Sub-categorized as follows:
0 Alarm, monitoring and analysis functions
0 Metrics, Analysis, and Assessment functions
0 System Hardware-Software Infrastructure changes
- Disturbance and alarm archiving capabilities
- Situational awareness capabilities
- Load-transmission resource adequacy capabilities

New Functional Enhancements Requirements

Section -3 of this specification describes the details for the following requirements
categories:

- Alarm, monitoring and analysis functions
- Metrics, Analysis, and Assessment functions
- System Hardware-Software Infrastructure changes

Disturbance, Alarm, Response, and Archiving (DARA) Functional Requirements

Section -4 of this specification describes the details for the following DARA major
functional capabilities:

- Disturbance identification, data collection and data archival;

- Alarm broadcasting and alarm data archival;

- 1-panel, 2-panel and 4-panel multi-view geographic visualization of Frequency
Response and other data parameters in the ACE-Frequency application;

- Enhancements to the existing DCT to import, visualize and export (to CSV)
archived alarm and disturbance data.

Some of the DARA functionality has already being developed by AVS but requires
integration in R 4.0. Other DARA functionality needs to be designed, developed, and
integrated in R3.5.



Situational Awar eness L oad-Generation Functional Requirements

Section-5 of this specification describes the details for the Situational Awareness
application, which is designed to help provide users situational awareness information for
load-generation resources adequacy and imbalances and help answer high level policy
type situational awareness questions such as:

- What is the current status of the four interconnections, reliability regions and
reliability coordinators in terms of generation adequacy — normal, aert,
emergency, and automatic load shed?

- What is the magnitude and geographic location of load-generation imbalances?

- What is the current trace and near-term trend of the four interconnections load-
generation imbal ance abnormalities — stable, improving, worsening?

- What does the load generation unbalance trandate into in terms of customer
loads, number of customers, and location of customer?

Situational Awareness L oad-Transmission Requirements Using Transmission L oad
Relief (TLR)

Section-6 of this specification describes the details for the integration of TLR data. The
fundamental objective for the integration of TLR data is to add load-transmission
resource adequacy capability to the load-generation resource adequacy.

NERC TLR datawill be collected, used and visualized by overlapping key TLR variables
on the ACE-Frequency multi-view geographic displays.

Functionality Overview:

Following is a summary of the different Resource Adequacy functionality from Release
2.5t0 Release 4.0, the target of this specification.

Base
A|arming, Monitoring, Analysis, and Application Functional Evolution Application
Assessment Functional Categories NERC | NERC | DOE | NERC NERC
4.0 35 3.0 3.0 25

Alarming and Monitoring Functional Categories

New, Enhanced, and Generic Functionalities X

DARA Functionality — Integration of AVS-DARA components and new X

DARA functions

New operational Jurisdictional boundaries requested by NERC-Staff X

(Reliability First, IESO to ONT, etc.)

10 worst-ACE circles segmented to indicate alarm ranking X

New automatic notification alarm for out of BAAL-violation alarm condition X

Capability to use set boundary focus for any single jurisdiction i.e. X

interconnection, regions, etc




Enhanced options-display with capability to modify frequency alarm
thresholds and calculation types

Display and track interconnections primary/secondary frequency sources

Enhanced user interactive on-line help based on application functionality

Capability for user to print any graphical panel

Capability for user to rearrange and tailor the graphic display panels

X X (X X

Data Viewing Restriction up to Reliability Coordinator Jurisdiction Level

ACE-Cumulative Bars and Frequency Line Plot

On Display Alarms and Reports (Missing or Bad ACE Data)

Enterable Frequency Alarm Thresholds (for Flashing Circle Alarms)

User Adjustable Monitoring Time-Window

New BAAL Frequency Alarms and Updated Alarm Thresholds

30-Min CPS1 and BAAL Monitoring Under Field-Trial

X X |IX [X X |X

Capabilities to monitor and track in real-time Wide-Area Resources
Adequacy using Balancing Authorities ACE and Interconnection frequency,
and to identify root causes via multi-panel zoom-in graphic visuals

Monitoring and tracking visualization solutions using the Grid-3P Geo-
graphic, Multi-View Visualization structure

Automatic Abnormal Frequency Notification Alarms (by E-mail, Pager, etc.)

Interactive Data Collection and Analysis Visuals

Interactive Data Unavailability Reports

Analysis and Assessment Functional Categories

Data quality and performance reports, user-selectable for last 1-hour, 24-
hours, 7-days, 30-days

CPS-BAAL-Epsilon tracking displays for last 24-hours, and last 30-days for
analysis and tracking Resources Adequacy compliance

Graphic displays for new Resources Adequacy performance metrics,
BAAL-violations, BAAL-events and minutes under BAAL events

New multi-variable circular plot for simultaneous analysis and tracking of
Resource Adequacy or any performance metric

Situational Awareness (SA) Functional Category

Load-Transmission Resources Adequacy

High-Level probabilistic Alarms and Displays

Weather Overlap of DOE Weather Maps on ACE-Frequency visuals

State/County Overlap Capability on ACE-Frequency graphic visuals

Capability to Notify Actions and post assessment Reporting

X X X X X

System Hardware-Software Infrastructure

New NERC dedicated computer-hardware for monitoring applications

Improve user response time by using a new Web-Service

Removed password for online help displays

Online Application News and Help




1. INTRODUCTION

This functional specification summarizes enhancements, expansions, additions of new
metrics and hardware-software infrastructure changes for this release. In addition, this
specification describes requirements for disturbance and alarm archiving capabilities,
situational awareness capabilities, and load-transmission resource adequacy capabilities.
Section 2 describes the background of ACE-Frequency application leading to release 3.5;
section 3 summarizes requirements for release 4.0 new functional enhancements; section
4 describes disturbance, alarm, response, and archiving requirements; section 5 describes
Situational awareness requirements; and section 6 describes transmission-load relief
requirements. Data requirements are listed in section 7.

The enhancements and additional functionality have been grouped in the following
categories:

- New functional enhancements - Sub-categorized as follows::
0 Alarm, monitoring and analysis functions
0 Metrics, Analysis, and Assessment functions
0 System Hardware-Software Infrastructure changes
- Disturbance and alarm archiving capabilities
- Situational awareness capabilities
- Load-transmission resource adequacy capabilities

2. BACKGROUND

The Wide Area Real Time ACE-Frequency Monitoring System developed by CERTS-
EPG for NERC Release 2.5 was the first release which has monitoring and tracking
visualization, automatic abnormal frequency notification and interactive data collection
visuals.

Release 3.0 followed 2.5 and in addition to functionalities of 2.5 it was enhanced for:
ACE-Cumulative Bars and Frequency Line Plot, On Display Alarms and Reports
(Missing or Bad ACE Data), Enterable Frequency Alarm Thresholds (for Flashing Circle
Alarms), 30-Min CPS1 and BAAL Monitoring (Under Field-Trial), New BAAL
Frequency Alarms and Updated Alarm Thresholds and User Adjustable Monitoring
Time-Window.

Additional feature were added to release 3.0 complying with requirements coming from
NERC Staff, Resources Subcommittee and Reliability Coordinators in release 3.5 and
these are listed as follows:



Alarming and Monitoring:

- New Jurisdictional boundaries requested by NERC-Staff (Reliability First, IESO to
ONT, etc.)

- 10 worst-ACE circle segments to indicate alarm ranking

- New automatic notification alarm for out of BAAL-violation alarm condition

- Capability to use set boundary focus for any single jurisdiction i.e. interconnection,
regions, etc

- Enhanced options-display with capability to modify frequency alarm thresholds and
calculation types

- Enhanced user interactive on-line help based on application functionality

- Capability for user to print any graphical panel

- Capability for user to rearrange and tailor the graphic display panels

Analysis and Post Assessment:

- User selectable data quality and performance daily, weekly and monthly reports

- Analysis capability using CPS-BAAL-Epsilon displays for last 24-hours, and last
30-days

- Graphic displays for new metrics, BAAL-violations, BAAL-events and minutes
under BAAL events

- New multi-variable circular plot for simultaneous analysis and tracking of
performance metrics

System Hardwar e-Software I nfrastructure:
- New NERC dedicated computer-hardware for monitoring applications
- Improve user response time by using a new Web-Service
- Removed password for online help displays



3. RELEASE 40 FUNCTIONAL ENHANCEMENTS
REQUIREMENTS - OVERVIEW

This section summarizes the new requirements for alarming and monitoring capabilities,
analysis and assessment capabilities, and hardware — software infrastructure changes.
Sections 3.1 through 3.36 will describe the details of the following requirements:

Alarming, Monitoring and Analysis Functions:

- Enhance “Set Jurisdictional Boundary Focus’ by resolving the problem in release
3.5 with incomplete coloring of discontinuous boundaries such as PIM.

- Enhance jurisdiction selection by providing a rubber banding capability. This
feature will enable a user to select jurisdictions which are either partly or fully
inside the rubber band. The rubber band should also have all the features of the “ Set
Jurisdictional Boundary Focus’ option.

- Add Jurisdictions such as EDBA, Constellation, Entergy etc requested by NERC

- Expand Canadian jurisdictional map by adding all Border States and Maritime
Provinces as requested by Ontario and Hydro Quebec

- Enhance panel 2 of CPS-BAAL 30 minute monitoring display by providing the tool
tip capability (placing cursor on a rectangle shows its value) similar to ACE-
Fregquency bar chart panel 2 display.

- Enhance vishility of “Jurisdictional ACE-Frequency- bar chart” displays by
avoiding use of dark Colors

- Enhance frequency response (FR) calculation for panel 2, 30 minute's ACE
monitoring display, by using 6 second frequency samples for each interconnection.
Store samples in the data base, calculate FR for the first BA and show it in the
image display in al jurisdictional displays. Also include FR in the data collection
tools

- Enhance data integrity of the current “User Enterable Parameters - Defined
/Authorized by NERC-RS Enterable by Support Team Only” by user name and
password protection

- Enhance “User Enterable Options’ display by categorizing it by applications-
NERC-ACE Fregquency and Situational Awareness

- Enhance “Print Current Panel” option to print all 4 panels to-gather as shown in any
4-panel display.

- Enhance “Print Current Panel” option by adding date and time information on the
right bottom corner of the page

- Enhance “data quality and performance reports- export to CSV” so that they look
the same as the web based reports. This requires changing fonts of three main titles
and titles of 4 reports, and removing abbreviations from all column headings of all
four reports

- Enhance " Frequency Sources Data Quality Report” by adding a new column, “Total
Minutes Unavailable”, in the end for the total minute’s data was unavailable from
the source”.



- Enhance “Last 30-minutes CPS-BAAL” panel 2 display by sorting values based on
the normalized CPS1 (CPS1/L10) similar to ACE normalization in ACE-Frequency
bar chart panel 2 display.

- Enhance user interface by providing capability to locate a BA in a geographical
map by clicking on the BA in panel 4 tabular displays.

- Integrate all functionalities of DARA as described in ACE-Frequency Application
Enhancements and DARA Functionality, prepared for CERTS by Advanced Visual
Systems

- Remove duplicate information from data quality and performance reports and
alarms.

- Improve help files access time and data security by directly connecting to the EPG
server and user name /password protection respectively. India has already done it
for DOE Release 4.0; integrate it in NERC R4.0.

- Extend the online help menu and add NERC tutorials for an easy user access. A
block will be added to right of the “Case Scenarios’ in the help menu to provide a
link to the NERC created tutorials

- Enhance the capability to update online help files independently without an
application release in order to provide users the current and upgraded help files.

- Enhance ACE bar chart display by providing an option to show only the top five
offending (ACE not helping frequency) balancing authorities. If frequency is below
60 Hz, the top offending balancing authorities' are with worst negative ACE’s and
if frequency is above 60 Hz then the top offending balancing authorities’ are with
best positive ACE’s

Metrics, Analysis, and Assessment Functions:
- Enhance monitoring and analysis capability by providing an option to include Net-
ACE of an interconnection in panel 2 of all “Jurisdictional ACE-Frequency” 4
Panel displays; this value is shown below the interconnection frequency row.

- Enhance all resource adequacy monitoring and analysis displays by providing an
option so that a user can select: either Composite ACE or the Frequency component
or the interchange component

- Integrate all functionalities of DOE-Situational Awareness described in DOE-
Situational Awareness functional specification version 1.4 053106.

- Enhance monitoring and analysis capability by providing an option to show ACE or
ACE/L10in all “Jurisdictional ACE — Frequency displays’. The default color scales
for ACE/L10 are: >5 Blue <-5 red. Also provide options to change thresholds for
color scales of ACE and ACE/L10. The default color scales for ACE remain the
same.

- Enhance monitoring and analysis capability by providing an option to show TLR
(Transmission Load Relief) values in al geographic maps. Each value will be
shown by changing the color and width (along with the direction of flow) of the
existing tie-line between the two jurisdictions.

- Include the following CPS-BAAL values in Data Collection Tools and Report
Creation: CPS1, CPS2, BAAL_Minites;, BAAL_ EventNo. And BAAL_
ViolatioNo.
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- Enhance CPS-BAAL visuas so that any graph or plot can be displayed from any
panel by expanding RMB “3-panel User Enterable Options’.

- Resolve the problem of “longest period unavailable” is greater than the “total
minutes unavailable” in the data quality and performance reports.

- Enhance CPS-BAAL visuals so that last 30 minutes, 24 hours and 30 days options
can be accessed from any panel 1or 2 or 3 of CPS-BAAL displays by expanding
RMB options.

- Enhance data collection tools by adding scheduled frequency of an interconnection
obtained from TEC alarm message. Scheduled frequency value, its start and end
time are read from the TEC alarm message.

- Enhance user date and time selection for data quality and performance reports
creation by changing its format similar to data collection tools

System Hardwar e-Softwar e Infrastructure Changes

- Enhance data security and block users from accessing files containing
configuration and jurisdictional maps data by encrypting all Shape Files and
ACE_Setup.cfgfile.

- Enhance CSV report creation by using XSLT; it will enhance flexibility to add or
delete items from the report.

- To improve the user-access add help file settings in Logon and Preferences block.
This will avoid delays in accessing help files if user name and passwords are
changed.

- Enhance visuals to provide timely updates for the following: updated
jurisdictional maps, help files and reports by adding: a flashing message on the
right hand upper corner of the default display to show that new updates are
available and enable users to download the updates.

New Alarming and Monitoring Capabilities

3.1 Enhance “Set Jurisdictional Boundary Focus’ by resolving the problem in
release 3.5 with incomplete coloring of discontinuous boundaries such as PIM.

The incomplete coloring for segments of discontinuous boundaries in Releases 3.0 and
3.5 has been a problem, (e.g. Select PIM map and the small segments of RC PIM do not
get selected and their colors do not change) and this problem needs to be fixed (See
Figure-1)

11



: PLUGELL &%
Figure 1 - PJM Discontinuous Boundaries

3.2 Enhancejurisdiction selection by providing arubber banding capability.

The ACE application provides a way for users to focus attention on one jurisdiction
region in the map. Thisis achieved in the 1-panel display by highlighting the region using
the left mouse button and then selecting the “ Set Jurisdiction Boundary Focus’ option
from the right mouse button menu. The application replaces the current map display with
anew map display containing the control areas that comprise the selected jurisdiction.

The ACE application will be enhanced to support the selection of multiple jurisdictions
for boundary focus. The following is a listing of the high-level functional requirements
for the new functionality.

3.2.1 The application will support the selection of multiple jurisdictions from any of the
map displays (Interconnections, Reliability Regions, Reliability Coordinators, ISO/RTO
or Control Areas) viathe multiple selection feature of the application and the “ Set
Jurisdiction Boundary Focus’ option from the right mouse button menu.

3.22 The application will replace the current map with jurisdiction focus maps
containing the jurisdictions that comprise the selected jurisdictions.

3.2.3 The jurisdiction focus map will display the lowest level of jurisdictions allowed to
be viewed by the user. The lowest jurisdiction level may be Reliability Regions,
Reliability Coordinators or Control Areas.

3.24 The application will alow a set of selected jurisdictions to span multiple
Interconnections, Reliability Regions, and Reliability Coordinators, ISO/RTO or Control
Arearegions.

3.2.5 The jurisdiction focus map will show the outline of each jurisdiction that was

selected by the user, with jurisdictions colored according to the “parent” map coloring
scheme.

12



3.2.6 The jurisdictions shown in the jurisdiction focus map will maintain their spatia
geographic relationships

3.2.7 The 4-panel real-time data displays will not show data from regions that cross
multiple interconnections. If the user attempts to drill-down from a jurisdiction boundary
map that contains jurisdictions crossing multiple interconnections, an informational
message will be displayed and the drill-down operation will be disallowed.

3.2.8 Drill-down to the 4-panel analysis charts will show data for the Control Areas,
regardless of the user’sjurisdiction level access.

The following is alisting of the non-functional requirements for the new functionality.

- Theinstallation package will install the shape files as hidden files so that they are,
by default, invisible to users.

- The application will use the configuration files to define the disk location of
“child” maps from “parent” maps.

- The application must generate the jurisdiction focus map from the jurisdiction
master map without significant delay

- The database queries will be modified to support the collection of datafor the
jurisdictions in the jurisdiction focus map.

This feature will enable a user to select jurisdictions which are either partly or fully inside
the rubber band. The rubber band should also have al the features of the “Set
Jurisdictional Boundary Focus™ option. In Figure-2 there are 3 rubber bands. 1 will select
2 RC's PNSC and RMSC, 2 will select RC's TVA, EES, SOCO, VACARS and FRCC,
and 3 will select only MISO.

ﬁ <100 []-100to0 [ Oto 100 [l =100

Date and Time

Figure 2 - Rubber Band Examples
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3.3 Add Jurisdictions such as EDBA, Constellation energy etc provided by NERC-
Staff.

Add shape files for the new jurisdictions

3.4 Expand Canadian jurisdictional map by adding all Border States and Maritime
Provinces as requested by Ontario and Hydro Quebec

See Figure-3.

Figure 3 - Addition of Canadian Provinces

3.5 Enhance panel 2 of CPS-BAAL 30 minute monitoring display

Enhance panel 2 of CPS-BAAL 30 minute monitoring display by providing the tool tip
capability (placing cursor on a rectangle shows its value) similar to ACE-Frequency bar
chart panel 2 display.

3.6 Enhance visibility of “Jurisdictional ACE-Frequency bar chart” displays by
avoiding use of dark Colorsas shown in Figure-4.

Enhance visibility of “Jurisdictional ACE-Frequency bar chart” displays by avoiding use
of dark Colors as shown in Figure-4.

14



Figure4—Bar Chart Colors

3.7 Enhance frequency response (FR) calculation for panel 2, 30 minute's ACE
monitoring display.

Use 6 second frequency samples for each interconnection; store samples in the data base;
calculate FR for the first BA and show it in the image plot in al jurisdictional displays.
Also include FR in the data collection tools.

3.8 Enhance data integrity of the current “User Enterable Parameters - Defined
/Authorized by NERC-RS Enterable by Support Team Only” by user name and
password protection

Move NERC support team enterable AFN alarm parameters for ACE-Frequency and
Situational Awareness from the client "User Enterable Options' to "Logon and
Preferences’ tab and make them password protected. See Figure-5 and Figure-6 below.

S 0= a o - -l = E-Frequency Calculation anhd &larm Options

ACE-Frequency Calculation and Alarm Options
Usernatrne:  |Certs4
Pazsword, R

Freguency Calcualtion Option Per Interconnection:

1-Mirte MinMdax
Interconnection  |goq4 j O

1 -Mirute Average
Freguency E-Mail Threshold Per Interconnection:

Irterconnection = j Threshald 0035

Local Display Alarm-Circle Freguency Threshold Per Interconnection
’7 Interconnection  [Eaet j Threshold ~ 0.035

[ Save ][ Revert ]

Figure 5— ACE-Frequency Calculation and Alarm Options

15



Preferences: Bl Freguency Alarm Options

Situational Awarenees Frequency Alarm Options

Username  Certsd |

Pazsward: |xxx><xx><xxx><x |

Freguency Alert Threshold Per nterconnection: L o High

Interconnection  (Eaat - Threzhald | S9.820 || E0AE0 |

Frequency Emergency Threshold Per Interconnectian:

Interconnection Threshald 59903 E0.032

Frequency Drop Load Threshald Per Intercannection:

Intercornection Threshold | g gsg &0.050

[ Save ] [ Revert ]

Figure 6- Situational Awar eness Frequency Alarm Options

3.9 Enhance current “print panel option” to print all 4 panels as shown in R3.5in
the 4-panel display.

3.10 Enhance “Print Current Panel” option by adding date and time infor mation
on theright bottom corner of the page.

See Figure 7.

S
e

Sz
e
!

e PHSC
{

(M =-100 [J-100t00 [ 0t io0 W =>100 |

Date and Time

Figure 7- Print Date and Time
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3.11 Enhance“data quality and performance reports-export to CSV”

Enhance “data quality and performance reports- export to CSV” so that they look the
same as the web based reports. This requires changing fonts of three main titles and titles
of 4 reports, and removing abbreviations from all column headings of all four reports as
follows:

- Main Title-Arial 16 Bold
- Next title Aria 14 Bold
- Report title- Arial 12 bold and

- Column headings Aria 10 B title case (no abbreviations on any headings), see
Figure-8

|Eastern Interconnection

1 o
Last Hour Data Quality and Performance Reports

: ACE Data Quality - Unavailability Report

Total
Balancin Total minutes |Missing
g Minutes Longest Number Of Missing |data
Authorot Unavaila Percent Period Periods Data At |Percent
|RC Code BA Code y name From Date/Time To Date/Time ble Unavailable unavilable Unavilable NERC At NERC
|MISO DEVI DECA. LL'  4/24/2006 20:30 4/24/2006 21:29 59 100% 59 1 1 1.67%
LGEE LG&E Ene  4/24/2006 20:30 4/24/2006 21.29 59 100% 59 1 1 1.67%
SPC SaskPowe  4/24/2006 20:30 4/24/2006 21:29 59 100% 59 1 1 1.67%
SMP Southern I 4/24/2006 20:30 4/24/2006 21.29 47 79.66% 4 13 1 1.67%
1

MPW Muscatine  4/24/2006 20:30 4/24/2006 21:29 26 44.07% 3 23

Figure 8- CSV Format Examples

3.12 Enhance “Frequency Sour ces Data Quality Report” by adding a new column

Enhance “Frequency Sources Data Quality Report” by adding a new column, “Total
Minutes Data Was Not Received”, in the end for the total minute's data was unavailable
from the source beyond the time range selected. For example the selected time range may
be an hour but data may not have been available for the last 7 days; report minutes in 7
days in this column as shown in Figure-9.

Frequency Sources Data Quality Report

Balancin [Eotsal Banutens Longest Period e M.:-:::tias TOtﬂl
Priority L] Authorit\? Eram U QiiayaitableBad Unavii!able/Bad Reriods Missin Minisea
Code Date/TimeDate/Time Quality at the 2 Unavailable/Bad g Data Was
Na Quality = Data at .
source Quality Not: Received
NERC
6 P lllinois Power  6/2/2006 6/2/2006 2 1 2 1
Co. 2:10:00 PM  3:09:00 PM (3.39%) (1.67%)
New York
Independent  6/2/2006 6/2/2006 1 1
& W15 System 2:10:00 PM  3:09:00 PM (1.69%) 1 L (1.67%)

Operator

Figure 9- Frequency Source Data Quality Report Enhancement
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3.13 Enhance“Last 30-minutes CPS-BAAL” panel-2 display

Enhance “Last 30-minutes CPS-BAAL” panel-2 display by sorting values based on the
normalized CPS1 (CPSY/L10) similar to ACE normalization in ACE-Frequency bar chart
panel-2 display.

3.14 Enhance user interface by providing capability to locate a BA in a
geogr aphical map

Enhance user interface by providing capability to locate a BA in a geographical map by
clicking on the BA in panel 4 tabular displays. Example- on a 1-panel RC-view locate a
BA MPW by clicking in the panel-4 list (See Figure-10).

cing Authority - 10 Worst ACE ; [l <-100 []-100to0 [ 0

me! 06/01/2006 4:05 Ph Over\xiewi Worst,."Eléf’ElAs! Interconnection Frequency ACE Quality  Balancing Authority Data | Balancing Autharity (Inner Cin

to Refresh B4,_Code Aﬂ Freq |ACE_L10 |Quality |Freguency Quality

| Bounﬁary Tabh and use MHEB " f 8.9 59.9393 017 0 0

VB to select drill path MP | 48| 59993 0.11 1 0

rc. Missing ACE MW Ly
B84 Q:-90 W42 MPY -0.1] 53933 -0.01 2 0

Figure 10 - Locating BA in the map

3.15 Integrate all functionalities of DARA

Integrate all functionalities of DARA as described in ACE-Frequency Application
Enhancements and DARA Functionality, prepared for CERTS by Advanced Visua
Systems.
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3.16 Remove duplicate information from data quality and performance reports,
and alarms.

(Provide information)

3.17 Improve help files access time and data security

Improve help files access time and data security by directly connecting to the EPG server
and user name /password protection respectively. India has already done it for DOE-SA
Release 3.8; integrate it in NERC R4.0.

3.18 Extend the online help menu to add NERC tutorials

Extend the online help menu to add NERC tutorias for an easy user access. A block will
be added to the right of the “Case Scenarios’ in the help menu to provide a link to the
NERC created tutorials. (See Figure-11)

NERC Wide-Area Real Time Monitoring and Compliance Applications
Online Interactive Help Release 3.5

Latest News e @
. NERC
o008 Real Time Alarm and Monitoring — Analysis — Post Assessment

Release 3.5 System Utilization . A CPS-BAAL-Epsilon Case 1 - Eastern
) . Functional Utilization A ) Tutorial 1
New Functions and Overview and Navigation Analysis, Assessment, Interconnection utorial
Enhancements Situation Awareness 9 Situation Awareness Disturbance

2/15/06 2/15/06 3/20/06 2/25/06 7/15/05 3/20/06

Visualization Solutions MRS SHETE Performance Reports Case 2 - Western
Alarm Types - for Data Quality and Interconnection Tutorial 2
e Overview .
and Definitions Resources Adequacy Disturbance

2/15/06 3/20/06 3/20/06 5/12/05 3/20/06

Case 3 - CPS-BAAL
Utilization: Clicking on any dated box will bring corresponding Help [l CEkeIN
Situation Awareness

C CONFIDENTIAL- Do Not Copy-Route Without NERC-CERTS Authorization 3/20/06

Figure 11 - Extended Help Menu
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3.19 Enhancethe capability to update online help files

This should be done independently without an application release in order to provide
users the current and upgraded help files.

3.20 Enhance ACE bar chart display by providing an option to show only the five
offending BA’sor RC’s

Enhance ACE bar chart display by providing an option to show only the five
offending BA’s or RC's as follows:. If frequency is below 60 Hz, the top offending
jurisdictions are with worst negative ACE’s and if ACE is above 60 Hz then the top
offending jurisdictions are with best positive ACE’s. (Provide a graphical example).

New Metrics, Analysis, and Assessment Capabilities

3.21 Enhance monitoring and analysis capability by providing an option to include
Net - ACE of an interconnection in panel-2

Enhance monitoring and analysis capability by providing an option to include Net - ACE
of an interconnection in panel-2 of al “Jurisdictional ACE-Frequency” 4 Panel displays,
this value is shown below the interconnection frequency row (See Figure-12)

Fiur el2-

1539

et-ACE of an Interconnection

1541 1543 15:45 1547 1548 1551 1553

3.22 Enhance all resour ce adequacy monitoring and analysis displays

Enhance all resource adequacy monitoring and analysis displays by providing an option
so that a user can select: either Composite ACE or the Frequency component or the
interchange component as shown in Figure-13.
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[] Total NET ACE MET ACE Freguency [] MET ACE Schedule

Figure 13— Net ACE and its Components

3.23 Integrate all functionalities of DOE-Situational Awareness

Integrate all functionalities of DOE-Situational Awareness described in DOE Situational
Awareness functional specification version 1.3.6.

3.24 Enhance monitoring and analysis capability by providing an option to show
ACE or ACE/L10

Enhance monitoring and analysis capability by providing an option to show ACE or
ACE/L10 in al “Jurisdictional ACE — Frequency displays’. The default color scales for
ACE/L10 are: >5 Blue <-5 red. Also provide options to change thresholds for color scales
of ACE and ACE/L10. The default color scales for ACE remain the same.

3.25 Enhance monitoring and analysis capability by providing an option to show
TLR (Transmission Load Relief) valuesin all geographic maps.

Each value will be shown by changing the color and width (along with the direction of
flow) of the existing tie-line between the two jurisdictions. For example a TLR between
SOCO and FRCC will be shown asin Figure-14.

}' 4 /% - a"
L o E e
& e
\o - o "‘:'h\m;""
ﬂq{‘_ TS e ,{L: -
c AT s
\\*;.h ., >

Figure14 - TLR Data

3.26 Include CPS-BAAL valuesin Data Collection toolsand report creation
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Include the following CPS-BAAL values in Data Collection tools and report creation:
CPS1, CPS2, BAAL_Minites, BAAL_EventNo., and BAAL_ ViolatioNo

3.27 Enhance CPS-BAAL visuals so that any graph or plot can be displayed from
any panel by expanding RMB “ 3-panel User Enterable Options’.

Expand “3-Panel User Enterable Options’ as shown in Figure-15 Item_30 in panel-2 and
3 of last 24 hour and last 30 days four panel CPS-BAAL displays. The purpose of this
enhancement is to provide capability of viewing any two charts out of four in panel-2 and
3.

CPS-Badl Options

Change Display:

Figure 15 - CPS-BAAL Visuals Enhancement

3.28 Resolve the problem of “longest period unavailable’ is greater than the “total
minutes unavailable’ in data quality and perfor mance reports.

3.29 Enhance CPS-BAAL visuals

Enhance CPS-BAAL visuals so that last 30 minutes, 24 hours and 30 days options can be
accessed from any panel 1or 2 or 3 of CPS-BAAL displays by expanding RMB options.
Expand RMB *“3-panel User Enterable Options’ to include options shown in Figure-16.
Also invoke this option in panel 3 of 24 hours and 30 days displays (circular plots).

Last 30-Minutes CPS1/CPS2/BAAL Monitoring
Last 24-Hours CPS1/CPS2/BAAL Tracking
Last 30-Days CPS1/CPS52/BAAL Tracking

Figure 16- CPS-BAAL RMB Enhancement
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3.30 Enhance data collection tools by adding scheduled frequency of an
inter connection obtained from TEC alarm message.

Scheduled frequency value, its start and end time are read from the TEC alarm message.

3.31 Enhanceuser date and time selection for data quality and performancereports
creation

Enhance user date and time selection for data quality and performance reports creation by
changing its format similar to data collection tools

New System Har dwar e-Softwar e I nfrastructure Changes

3.32 Enhance data security and block users from accessing files containing
configuration and jurisdictional maps data

Enhance data security and block users from accessing files containing configuration and
jurisdictional maps data by encrypting all Shape Files and ACE_Setup.cfg file.

3.33 Enhance CSV report creation by using XSLT

This enhancement will provide flexibility to add or delete items from the reports.

3.34 Add help file settings in Login and Preferences block to improve the
maintenance capability

Thiswill avoid delays in accessing help filesif user and passwords are changed (example
certs3 to certs4)

3.35 Enhancevisualsto provide timely updates

Enhance visuals to provide timely updates for the following updated jurisdictional maps
help files and reports. Add a flashing message on the default display right hand upper
corner to show that new updates are available and enable users to download the updates.

3.36 NERC dedicated computer hardware for monitoring applications

The ACE-Freguency Monitoring System utilizes standard Intel/Windows based
workstations interconnected using NERC Local Area Network. This straightforward
hardware configuration facilitates integration to NERC’s current and future information
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systems. Figure-17 shows the ACE-Frequency Monitoring System hardware overview.
The application architecture uses XML to transfer the data from the client, delivered in
conjunction with Microsoft’ s 11S, ASP and server side business |ogic.

NERC ICCP Data Collection and Management
Current Hardware-Software Architecture, Data Flow Overview - revnanz 200

HERC ICCP Mode TITITTITITITLL]
Software applicalion g2signeg |Im|
1o collzct data from WERSHe:
OPC DA Server
Software application oeslgneg
[¢] [eo] to make collectad data
avallaniz to other applications
Windows based Matrikon
application oesignen OPC ODBC
o colizct IOCP data
and send It i the Microsat Windows
Matriken datsbase ADpilcation
Computer 1 (Sllvery ICCP Sarver \

\

Rekaza 30 Relzase 3.8
- DTS Package used
10 migrate ihe gata,
Matrken jrate n2
Matrikcn See Data sgpregated o
Darabase (501 Serven sample per minute
[SQL Server) )
DTS Package used
1o migrate he data
Cata aggregated i
1 sampie per minuse
3 Coming Saon
RTPM RTEM
Database 2008
(30 Days) Database
Computer 30| Cronus Clusiersd Sener
Relzase 3.0 Rekaza 35
k.
_ ] NERCEFG
| | EPGWep Sanvics Sonine
Web Senvice WAL Web Servce
[COM DIl [.NET DN}
Morr:rer.t Fheenix Web Se’uV"

NERC ACEFrequancy
Manitoring Slient Applications
(Release 2.0

NERT ACE-Frequency

Manitoring Client Applizations

[Release 3.5)

Figure 17 - ACE-Frequency Monitoring Systems Har dwar e Overview
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4. DISTURBANCE, ALARM, RESPONSE AND ARCHIVING (DARA)
FUNCTIONAL REQUIREMENTS

Release 4.0 will integrate the software that AV'S already developed for the NERC DARA
project for the A, B, C, D, E, and F functions shown in Figure-18. In addition, the
functionality for G, H, and | will be developed and implemented as part of Release 4.0
enhancements.

The DARA major objectives are:

- Disturbance identification, data collection and data archival;

- Alarm broadcasting and alarm data archival;

- 1-panel, 2-panel and 4-panel multi-view geographic visualization of Frequency
Response and other data parameters in the ACE-Frequency application;

- Enhancements to the existing DCT to import, visualize and export (to CSV)
archived alarm and disturbance data.

The activities that define the requirements for this task are show in the overview Figure-
18.

EPG-Server Outsource NERC-Princeton
Current
7 Alarm
Curre_lr_lltEC armsi<— poassor | Frequency
= ’ Redesing Web Web IREETPORSE
requency o Service Samies Parameters for|
Response, 1 and 4 Panel
_ (-Net) (:Net)
Disturbances Current Int t Frequency
2-Year Alarm nterne Response
Archives Broadcaster Display

L Emails,

Pagers, Cells
Servers: Outsource & Princeton

Clients Reliability Coordinator
J:r:iesr:girfgs liEeeive Interactive Interactive
Regponsg Alarms C'T:gggn ACr?‘V
i rchiver
(1-Panel) =cl=cion larms, FR, TEC) Alarms,FR, TEC]
|

® O

All Alarms
In Yellow
Information
Window

v

Interactive
Frequency
Response
Collection

Jurisdictions
Frequency
Response

(4-Panel)

New 2-Panel
Display
ACE-Alarms

Interactive
TEC

ew 4-Panel
Current &
Historical
AlarmsDisplay

® ©

Wide-Area Real Time ACE-Frequency Application

Start-End
Collection

Revision: CAM.03.03.06

Figure 18 - The DARA Requirementsfor Release 4.0
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Integration of AVS functional capabilities for A through F will give the users the
capabilities described in sections 4.1, and 4.2.

DARA Functionsto Migrate/lntegrate from AVS-DARA

4.1 ActivitiesA-C: Alarm and Disturbance Broadcasting and Archival

Activities A-C involve the Alarm Processor, the Alarm Broadcaster and the remote
service.

The Alarm Processor currently monitors the acquired data for alarm conditions and
notifies the Alarm Broadcaster when an alarm condition is met. The triggers for the
alarms are defined in a configuration file. The Alarm Broadcaster currently sends alarm
emails to a list of recipients when the alarms occur. Alarm recipient lists are currently
defined in the configuration file.

A disturbance is defined as a speciadlized alarm in which the data (defined by the
disturbance type) is archived for five minutes prior to and five minutes after the
disturbance occurrence. The Alarm Processor and Broadcaster currently handle the
computation, identification and broadcast of one disturbance, however, the disturbance
datais not currently cached or archived.

AVS ProServ will evaluate the need for re-designing the current Alarm Broadcaster and
Alarm Processor. The estimates presented here assume that the current Alarm
Broadcaster and Alarm Processor can be enhanced to achieve the listed requirements.
Should are-design of the Alarm Broadcaster and Alarm Processor become necessary, the
estimates for these requirements must be revisited. EPG prefers that the requirements
listed here are designed and implemented with future expansion and simplistic
maintenance in mind.

4.1.1 A remote service which supports archival of alarm and disturbance data to a SQL
database will be implemented. If possible the current ACE-Frequency remote service
will be enhanced to achieve this functionality.

41.2 The current Alarm Processor and Alarm Broadcaster will be enhanced to
communicate with the remote service for alarm and disturbance archival.

4.1.3 The current Alarm Broadcaster will be enhanced to import the list of alarm
recipients from a local Access database. The aarm recipients are currently defined in a
configuration file. NOTE: Access database is not being used, the recipients are in the
RTPM database.

4.1.4 The Alarm Broadcaster will be enhanced to notify the remote service when an
alarm has occurred. The remote service will archive the alarm, with the alarm type,
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alarm information and priority in the alarm archive database. The alarms and the data
values to be archived for each alarm need to be defined.

4.1.5 Alarms will be archived and available in the database for 2 years.

4.1.6 Stored procedures to support the extraction of data necessary for DARA tasks D-I
will be implemented in the archival databases.

4.1.7 Frequency Response data is currently being calculated via a stored procedure in the
NERC database. Archiva of this parameter has been completed by EPG. The data is
archived for 90 days in the NERC database. The current Alarm Processor and
Broadcaster already handle the computation and broadcast of the Frequency Response
Alarm. The Alarm Processor will be enhanced to archive this alarm occurrence.

4.1.8 There is currently one disturbance defined. It is computed and broadcast by the
Alarm Processor and Broadcaster. The Alarm Processor will be enhanced to alow the
future definition of additiona disturbances.

4.1.9 The Alarm Processor will be enhanced to cache five minutes of disturbance data at
al times. When a disturbance occurs, the Alarm Processor will notify the remote service
to archive the disturbance data for five minutes prior to and five minutes after the
disturbance occurrence.

4.1.10 The ACE-Frequency client user interface currently allows users to set alarm
thresholds and store the results in the database. Additional alarm threshold settings, as
defined by EPG, will be added to the user interface and stored in the database. The list of
alarm thresholds settable by the user must be defined.

4.2 Activities D-F: ACE-Frequency Enhancementsfor DARA Support

The ACE-Frequency Application will be enhanced to support Alarm & Disturbance-
Event Visualization screens. The application will allow end users to monitor via the 1-
panel and the 4-panel visuals specific parameters such as jurisdiction Frequency
Response for those instances when a disturbance-event has been identified. In addition,
the application will be enhanced to include anew 2-panel visual.

421 The yelow status window in the ACE-Frequency application will display
descriptive text when an alarm occurs. The ACE-Frequency application will poll the
database for new alarms when the data for the current view is updated.

4.2.2 The right mouse button (RMB) menu structure of the ACE-Frequency application

will be enhanced to include options for visualizing the alarm & disturbance data. The

RMB menu structure displayed in the 1-panel and 2-panel viewsis defined as follows:
Jurisdiction ACE-Freguency (Existing menu with no changes. Visible only when
the RMB occursin the ACE map.)
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0 Y Hour 1-min ACE/Freq Bar-Chart
o Hourly 10-min Avg ACE/Frequency
0 10 min with 1 minute Resolution ACE/FREQ
Interconnection Epsilon Frequency (Existing menu with no changes)
o Daily/ Hourly Frequency Performance
User Enterable Options (Existing menu with new options)

o Current Chart Options — displays the current user enterable options dialog.
The dialog displayed is dependent upon which map (ACE or Alarm) in
which the RMB occurs.

o Display —anew option allowing the user to switch between 1-panel and 2-
panel views. If only one option is checked, the 1-panel view is used.
Otherwise, the 2-panel view is shown.

§ ACE - If checked, the ACE map is displayed in the 1-panel or 2-
panel view

§ Alarms — If checked the Alarm map is displayed in the 1-panel or
2-panel view

Jurisdiction CPS1/BAAL Performance (Existing menu with no changes. Visible
only when the RMB occursin the ACE map.)

o 30 Minutes
0 Last 24-Hours CPS1/CPS2/BAAL Tracking
0 Last 30-Days CPS1/CPS2/BAAL Tracking

Frequency Response Display (Visible only when the RMB occurs in the Alarms
map.)
o0 RMB Options from Frequency Response Display

- Time — selection of these menu items navigates the user to the 4-
panel frequency response display. The data for the selected time
period is downloaded and displayed in the 4-panel view.

10 minutes

1 hour

2 years
Alarms Analysis (Visible only when the RMB occurs in the Alarms map.)

o Categories— check menu items that allow the user to choose which alarms
are displayed in the current Alarm map view. The aarm categories will be
defined in the configuration file or a database table.

§ Alarm 1 —if checked, alarm 1 isincluded in the display
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§
§ Alarm N —if checked, alarm N isincluded in the display

o0 Time — selection of these menu items navigates the user to the 4-panel
alarm display. The data for the selected time period is downloaded and
displayed in the 4-panel view.

§ 10 minutes
§ 1 hour

§
§ 2years

4.2.3 The ACE-Frequency Application default startup view will be defined in the
configuration files. Default view choices are as follows:

The existing ACE 1-panel display, showing the ACE map view (jurisdictions
colored by ACE).

The Alarm 1-panel display, showing the Alarm map view (see definition below in
0).

A new 2-panel display, showing the ACE map view on the left and the Alarm
map view or the Frequency Response view on the right.

4.2.4 A new map view, the Alarm map, will show the jurisdictions colored by the number
of alarms in the jurisdiction. NOTE: the number of alarms over what period of time?
NOTE: Alarms available are current for the interconnections, therefore only the
interconnection map is shown with data.

4.2.5 A bar chart will be overlaid onto each jurisdiction in the Alarm map. The bar charts
will show the frequency response value for the last “N” frequency response disturbances.
The value “N” will be defined in the configuration file. The display options will support
turning the overlaid bar charts on or off.

4.2.6 The Alarm map data will be updated automatically, as in the other 1-panel displays
in the ACE application.

4.2.7 The Alarm map view will support single and multiple jurisdiction boundary setting
asoutlined in section 3.1.

4.2.8 The Alarm map view will allow the user to select one or more jurisdictions to focus
on, and drill down to the 4-panel alarm display using the RMB menu options outlined in
4.2.2. The 4-panel alarm display is outlined below.

4.2.9 The Alarm 4-panel display will show the Alarm map for the selected jurisdictionsin
panel 1.
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4.2.10 The Alarm 4-panel display panel 2 will show an image plot. The Y-axis will be
the Control Areas for the selected jurisdictions. The X-axis will be time for the selected
time period (from the RMB menu).

4.2.11 The color scheme used for the image plot will be the same as the color scheme for
the Alarm map

4.2.12 The Alarm 4-panel display panel 3 will show a bar plot of the number of alarms
for the control area selected in panel 2. The X-axis will be the last selected time period
(from the RMB menu). The Y-axiswill be the number of alarms over the time period.

4.2.13 The color scheme used for the bar plot will be the same as the color scheme for the
Alarm map.

4.2.14 A new map view, the Frequency Response map, will show the jurisdictions
colored Red or Blue as follows:

Freguency Response — Frequency Bias >= 0 Blue
Frequency Response — Frequency Bias<0 Red

4.2.15 The Frequency Response map data will be updated automatically, as in the other
1-panel displaysin the ACE application.

4.2.16 The Frequency Response map view will support single and multiple jurisdiction
boundary setting as outlined in section 3.2.

4.2.17 The Frequency Response map view will allow the user to select one or more
jurisdictions to focus on, and drill down to the 4-panel Frequency Response display using
the RMB menu options outlined in 0. The 4-panel Frequency Response display is
outlined below.

4.2.18 The Frequency Response 4-panel display will show the Frequency Response map
for the selected jurisdictions in panel 1.

4.2.19 The Frequency Response 4-panel display panel 2 will show an image plot. The X-
axis will be the last “N” Frequency Response disturbances, where “N” is defined in the
configuration file. TheY-axiswill be the Control Areas for the selected jurisdictions. .

4.2.20 The color scheme used for the image plot will be the same as the color scheme for
the Frequency Response map.

4.2.21 The Frequency Response 4-panel display panel 3 will show a bar and line plot for

the Control Area selected in Panel 2. The X-axis will be the last “N” Frequency
Response disturbances, where “N” is the same as for Panel 2. The Y-axis will be
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Frequency Response value at the time of the disturbance. A horizontal reference line will
be shown on the chart to indicate the frequency bias for the Control Area.

4.2.22 The color scheme used for the bar and line plot will be the same as the color
scheme for the image plot. .

PP T N A R T N S [ ——— ¥ [Ty S . e

Figure 19 —4-Panel Jurisdictions Frequency Response Visualization fof
Disturbances

New DARA Functionsfor Release 4.0

4.3 Activities G-1: Alarm Archive and Reports

4.3.1 CSV Output of Disturbance Data - Function G

Similar to the equivalent report and archiving sections of the A CE-Frequency

The system must have the ability to save the system data for the displayed alarm,
disturbance and events as CSV files on the local machine

4.3.2 AIE, Inadvertent, CPS'BAAL Reporting - Function H
The same process used to identify, capture, display and report alarms, disturbances

and events for the ACE will be used for the other applications (AIE, Inadvertent,
CPS/BAAL).
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4.3.3 Archivers- Function |
The following parameters will be collected and archived:

Alarms

Freguency Deviation Alarms
Data Quality Alarms

Server Availability Alarms
Time Error Correction Alarms

TimeError Correction

Speed Time
Slow Down Time

Frequency Response

Panel 1 shows the selected Jurisdiction color-coded, using the difference between
jurisdiction Frequency Response and its frequency bias for the of the last
frequency disturbance.

Panel 2 showsimage plot of Frequency Response for selected Jurisdiction for the
last 50 frequency disturbances,

Panel 3 shows bar/line (selectable) chart of Frequency Response of user selected
jurisdiction from the image plot for the last 50 (enterable) frequency disturbances.
Panel 4 will display tabular data for the variables from each of panels 1, 2,

Disturbances

Short Term
Long Term
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5. SITUATIONAL AWARENESSLOAD-GENERATION
FUNCTIONAL REQUIREMENTS

Release 4.0 will integrate all the DOE-SA situational awareness functions and navigation.
This section will al'so include the new situational awareness requirements for R4.0.

Figure-20 shows the required visualization solution overview for the DOE Situational
Awareness application. Figure-20 shows the NERC Resources Adequacy Release 3.5 is
being used as the base infrastructure for the Situational Awareness functions. To respond
to the three fundamental functional requirements for an effective Situational Awareness
system, detection, comprehension and trend, two basic dashboards have been researched
and defined: Detection-Alarm Dashboard, and Adequacy Trace-Trend Dashboard.

Users will interact between the two dashboards. One of the dashboards should allow for
identification of abnormal balance resource conditions, and the other will help to identify
possible root causes for unbalances, its dimension and impact. As shown in Figure-20,
two complementary functions are also required for helping the situational awareness
process. Automatic Alarm Broadcasting and Archiving, and Performance Reports

RESOURCES ADEQUACY

Alarming, Monitoring,
Analysis and Assesment

SITUATIONAL AWARENESS
FOR RESOURCE ADEQUACY

(Detection, Comprehension, Trend)

ADEQUACY TRACE
AND TREND

DETECTION AND
ALARM

DASHBOARD DASHBOARD

v v

ﬁgg&’:ﬁg% PERFORMANCE
REPORTS
BROADCASTING

Figure 20 — Situational Awar eness Visualization Solution Overview

5.1 Detection-Alar m Dashboard for Situational Awar eness

The DOE-SA application only has alarm-dashboards for interconnections, reliability
regions, and reliability coordinators. Release 4.0 will add a new aarm dashboard for
Balancing Authorities using the G-3P image for visualization.
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The definition and layout of the DOE-SA load-generation alarms for the detection-alarm
dashboard follows very closely the current reliability coordinators local-area operating
generation/capacity alert conditions shown at the top of Table-1 below. Coordinators will
start operating with this local alerts starting in summer-2006. The DOE-SA wide-area
situational awareness alarms are based in the theoretical-operational principles and
frequency thresholds from NERC Balancing Authorities ACE limit (BAAL) definitions
and results of its Field Trial. They follow very closely the format and nomenclature of its
equivalent alerts at the local-area level shown in Table-1. Table-1 shows the four
situational awareness alarm types and definitions categorized under the following four
wide-area operational conditions:

Normal - System can tolerate a generation or load contingency without abnormal
load-generation unbalances and without violating any frequency limits.
Alert - Therisk and impact of a second contingency becomes greater than

acceptable.

Emergency Manual Load Drop - System is exposed to unacceptable level of risk.
Customers load maybe be manually dropped, restoration proceduresin place.
Automatic L oad Shed - Load has aready being dropped by under-frequency
relays, restoration procedures in place.

Table1l—Local and Wide Area Alarm and Alert Conditions

OPERATING GENERATING/CAPACITY ALERT CONDITIONS AT THE
BALANCING AUTHORITY, RESERVE SHARING GROUP AND LOAD SERVING ENTITY LEVELS

Condition Level>>>> Normal Alert Level 1 Alert Level 2 Alert Level 3
Threat Level>>>> Low Elevated High Severe
Condition/Threat Color>>>> Green Yellow Orange
NERC
Local-Area
Balancing Authori
Reserve Shgaring Gr(t))[Jp, MO ST EEA 1-All Available 2o Loe
Emergency Alert Management

Load Serving Entity

Resource Adequacy
(Generating/Capacity)

(EEA) In Effect

Resources in Use

Procedures in Effect

RESOURCES ADEQUACY LOAD-GENERATION ALARMS AT THE
INTERCONNECTION, RELIABILITY REGIONS AND RELIABILITY COORDINATOR LEVELS

Condition Level>>>> Normal Alert Emergency
Threat Level>>>> Low Elevated High
Condition/Threat Color>>>> Green Yellow Orange
System can The risk and System is exposed to
tolerate a impact of a second | unacceptable level of

CERTS-EPG
Wide-Area
Interconnection,
Reliability Region,
Reliability Coordinators

Situational Awareness for
Resource Adequacy
(Load-Generation)

generation or load
contingency without
violating any
frequency limit.
Load-generation
unbalance does not
force system
frequency to violate
any of the three
BAAL frequency
performance
thresholds

contingency
becomes greater
than acceptable.
Reliability
Coordinators
required to take
remedial action.
Load-generation
unbalance is
violating the first
BAAL frequency
threshold (FTL)

risk. Customers load
maybe be manually
dropped, restoration
procedures in place.
Load-generation
unbalance is violating
the second BAAL
frequency threshold
(FAL)
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Figure 21, 22, and 23 show the required 3-panel detection-alarm dashboard for
interconnections, reliability regions, and reliability coordinators with panel-1 showing
alarm-conditions for each wide-area jurisdiction. Following are detall functional
descriptions for this dashboard three panels.

5.1.1 Panel-1 Color-coded Alarms

Panel-1 on the left side shows color-coded the Normal, Alert, Manual Load Shedding
required, and Automatic Load shedding aams for al fourth North America
interconnections which are the alarm default jurisdiction.

5.1.2 Panel-2 Geographical Boundaries of Jurisdiction Selected

Panel-2 on the right side shows the geographical boundaries for the jurisdiction selected
together with the total MW that already were dropped. The state boundaries are shown in
the background. Any map will have the capability to display state or county boundaries.

5.1.3 Pane-3 Alarm Timing and Trace Rate Tabular Text Tables

Panel-3 shows two tabs. The Alarms Condition and Duration Tab shows a table with the
jurisdiction selected, the current interconnection frequency, and the time the system has
been in a particular alarm mode. The Load-Shed Tab shows the interconnection
frequency, the jurisdiction name, the estimate numbers of customers dropped, and the
cumulative total of customers dropped.

Besides interconnections, users can select reliability regions and reliability coordinators
jurisdictions via the tabs at the top-left. Both the alarms in panel-1 and the geographic

maps in panel-2 will change accordingly to visualize the corresponding data for the
selected jurisdiction.

Interconnections | Reeliabiity Regions Reliabiity Coordinator Wide Atea | Balancing Authoiy | ISO-RTO |

Data Calliection Tool | Logon & Preferences | Help |
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® OO O wm
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| ouafigien Jurisd | Freq —__Alarms Condition and Duration ~ [ Freq [FRCC[MRO [NPCC| RFC [SERG] SPP | CummTotal N |
Select Boundary Tab and use RMB -
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Figure 21 — Detection-Alarm Dashboard for Interconnection
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The different formats, labels, names, and colors shown in figures 21, 22, and 23 are the
ones required for DOE-SA detection-alarm dashboard.

5.1.4 User Optionsto Rearrange Graphsand Plotsin Panels
Panel-1 of the detection-alarm dashboard is required to display the four interconnections,
al reliability regions and all reliability coordinators for all interconnections grouped
together by the maor jurisdiction the user has selected. Also the detection-alarm
dashboard needs to have the user option to display in panel-2 the default map or the
reliability regions load-shed bar-graph shown in panel-2 from Figure-20. By default, the
states boundaries need to overlap the jurisdictions boundaries as shown in panel-2 from
Figure-21 and Figure-23.

Interconnection: | Rleliabilly Regions  eliabilty Coordinalor Wide Area | Balancing Autharly | ISO-RTO |

Automatic

SERC i, 7 —

SPP 3 o S 4 — |

WECC

©)

HYDRO Q.

Date/Time [05/17/2006 1217 2 | Alarms Condition-Duration  [Load Shed | | NG o |
[~ Auto Riefresh = e e e T [N}
ML — Alarms Condition and Duration Freq[FRcdMRdNPCd RFGSERESPH CummTotd 8 ol
10 select il path Under Automatic Load-Shed Alarm Last 2-Minutes M 2 2 Ty R
Interc. Missing ACE MW e ] - .
E:-129 0--189 W-174 Under Possible Manual Load Drop Alarm for the Last 6-Minutes View Angle[55
Under Alert Alarm Condition for the Last 8-Minutes ACE-FREQ MONTORING
Under Normal Operation for the last 25-minutes ®Electric Power Group, LLC 2005

Data Collection Tool | Logon & Preferences | Help |

Figure 22 - Detection-Alarm Dashboard for Reliability Regions
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Figure 23 - Detection-Alarm Dashboard for Reliability Coordinators

5.2 Adequacy Trace-Trend Dashboard for Situational Awar eness

The DOE-SA application adequacy trace-trend dashboard panel-1 has only three
references. the BAAL-curve, the frequency-bias line, and the historical data polygons.
Therelease 4.0 will integrate a fourth reference, the CPS1-plot.

After users have been alarmed and notified of abnormal resource adequacy unbalances
via the detection-alarm dashboard, they can navigate by clicking on the any of the alarm-
circles to a second dashboard showing a 4 panel visual solution to alow investigation of
possible root-causes and reasons for the resource abnormal unbalances. Figure-24 shows
this multi-view visual containing four major functions. atrace for the resources adequacy
status in panel-1, a color-coded reliability coordinators geographic view with its color-
code ACE in panel-2, load-shed bars or alarm-map plots in panel-3, and in panel-4 the
tabular text tables showing the magnitudes of the data corresponding to the plots or
graphs showing in each of the other three panels. All four functions are presented as an
integrated and coordinated trace-trend dashboard.

As shown in Figure-24, the text-labels for the trace and the two references data shown at

the bottom-right corner of panel-1 and the red-coloring of the bars in panel-3 showing
load already shed are visual requirements.
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Figure 24 — Adequacy Trace-Trend Dashboard Visualization Solution
Following are brief descriptions of each panel of the trace-trend dashboard:

Panel-1 shows for the interconnection the minute-by-minute resources adequacy
trace for the last 10-minutes as a default, the trace-length in minutes can be
selected by users. Three major operational references are also shown: the alarms
BAAL boundaries, the frequency bias rate-line, and probabilistic grouped
historical-data selected by user.

Panel-2 shows the color-coded ACE magnitude and geographic location for those
reliability coordinators having the most impact in the resources adequacy
imbalances shown in panel-1. The visual and information in panel-2 complements
panel-1 information by directing users to identify the root-causes, magnitude and
geographic location of resources adequacy imbalances.

Panel-3 gives user additional information by showing per reliability region the
estimated number of customers whose load has been dropped and the equivalent
GW already shed when the resources adequacy trace-trend in panel-1 is already in
the automatic load-shed red-area.

Panel-4 gives the parameters magnitudes in a tabular text format. There will be a
tab for each of the three panels of the dashboard. The data table for each tab will
contain al the data used for the corresponding plot in either of the panels.
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5.3 DOE-SA Navigation and Extended Menu Structure

5.3.1 Navigation Overview for Situational Awar eness

Figure-25 shows an overview of DOE Situational Awareness Navigation. The different
arrows and RMB menus in the right-side of Figure-25 show the navigation from the top
functions, starting with the application icon and ending on the adequacy trace-trend
dashboard. The different arrows and RMB menus in the left-side of the figure show the
navigation from the bottom functions starting at the trace dashboard and going back to
alarming and monitoring functions on the 1-panel display.

Because DOE initial focus and utilization will be with the detection-alarm dashboard, the
current top-left jurisdictional tabs will be used to obtain the detection- alarm dashboard
for the interconnections, reliability regions and reliability coordinators. Any jurisdictional
change required for the adequacy trace-trend dashboard will require the user to go back,
via the RMB, to the detection-alarm dashboard and select the jurisdiction required from
any of the alarms circlesin panel-1.

To navigate between the two situational awareness dashboards and have access to the
options window that will allow users to define parameters for the trace-trend and
reference plots, a new RMB has being designed and is shown in Figure-26 with its
different options.

5.3.2 New RMB Menu for Default View

Figure-26 shows the expanded and categorized RMB menu including the situational
awareness alarm and trace dashboards options. When users select the “Detection-Alarm
Dashboard” option, the DOE-SA Detection-Alarm Dashboard will be displayed. If the
user selects “Adequacy Trace-Trend Dashboard’, the respective dashboard will be

displayed.
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Figure 25 —Navigation Overview for Situational Awareness
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Figure 26 — Expanded RM B Menu to Include Situational Awar eness
5.3.3RMB Menu Optionsfor Alarm and Trace-Trend Dashboar ds

Figure-27 shows the new RMB menu options for the detection-alarm and the adequacy
trace-trend dashboards. Right clicks on any of the dashboards will bring the new RMB
for situational awareness with its different options shown in Figure-27. Following is a
brief description of each of the situational awareness RMB menu options

Monitoring and Analysis — This option will display the Monitoring, Analysis, and
Assessment default 1-Panel visual.

Detection-Alarm Dashboard — This option will display the Detection-Alarm
Dashboard

Situational Awareness Options — This option will display the window shown in
Figure-28 for users to enter trace and reference parameters.

Load Shed Visuals — This option will bring a second menu for the user to select
the plot they will like to show in panel-2 or panel-3 of the dashboards.

Maximize Display
Print Current Panel

Monitoring and Anahysis
Detection - Alarm Dashiosrd

Shustional Awarensss Oplions
Losd Shed Yisuals S

Maximize Display
Print Current Pansi

Figure 27 — Situational Awar eness Dashboards RM B Options
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5.4 User Optionsfor Trace Dashboard, Alarm Frequency Thresholds and Data
Collection

5.4.1 User Selection of Adequacy Trace-Trend Dashboard Parameters
Same as DOE-SA capabilities. (Use DOE-SA functional specification version 1.3.6)

5.4.2 User Optionsfor Alarm Frequency Thresholds

Same as DOE-SA capabilities, with the modifications described in section 3.8 and shown

in Figure 5 and Figure-6 from that section. (Use DOE-SA functional specification version
1.3.6).

Other User Enterable Options (bottom part of window) for ACE-Frequency will remain
the same asin DOE-SA.

5.4.3 User Optionsfor Data Collection and Archive DOE-SA Data

The Data Collection Tool selection window will have two tabs. The ACE-Frequency tab

will alow collecting and archiving Resources Adequacy Alarm and Monitoring data. The
Situational Awareness tab will allow collection of DOE-SA data.

The Data Collection Tool for release 4.0 needs to use the same remote .Net service, asthe
DOE-SA application.

Figure-28 shows the data collection tool window. Table-2 shows the situational
awareness data available for users to collect and archive.

| ACE-Frequency| Situation Awareness
Date Range

Data Resolution
Stat Date/Time. [\ed, Apr 12, 2008 =] |23e00PM = Mt ~]
| EndDate/Time  [ued, A 12,2008 -] [3:3400PM =
Intetconnedt tion | 150_RTO| Relisbiity_Region Feliablity_Coordina  Bal_Authorities
Area Selection
Unselected Areas Selecled Areas
ARTO A
CMRC
EMSC >
ERCOT A
FRCC
TE i
IESD
ISONE
MAIN b
Wanable Selection
Urselected Yariables Selected Varisbles
Minute_Date_Time
Miate_ACE
Minute_ACE_L10 b
Minute_Frequency
Minute_Qualty < I
o

Figure 28 - Data Collection Tool Window
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Table2—List of Data for Collection or ArchivingasCSV files

Database Unavailable
Variables Data Type | Description S Variable Create
atus
M ethod
Jurisdiction Frequency Bias: Sum of
Freq Bias Float Frequency Biasof ALL BAsin the Not Available | Stored Procedure
Jurisdiction
Jurisdiction Yearly L10: Sum of
L10 Yealy float Frequency Bias of ALL BAsin the Not Available | Stored Procedure
Jurisdiction
Frequency float I nterconnection Frequency Available
Jurisdiction Net ACE: Sum of ACE of .
NetACE float ALL BAsin the Jurisdiction Not Available | Stored Procedure
. . Date, Time Tag of the Jurisdiction Net .
Date _time date_time ACE Data Available
Jurisdiction ID integer Jurisdiction ID Available
Jurisdiction Net ACE: Sum of ACE of .
NetACE float ALL BAsin the Jurisdiction Not Available | Stored Procedure
NetACE_Freq Com float Jurisdiction Net ACE Freguency Not Available | Stored Procedure
ponent Component
NetACE_Sched_Co float Jurisdiction Net ACE Scheduled Not Available | Stored Procedure
mponent Component
Total Dropping MW of Jurisdiction Imoort into
Load Drop float When Frequency Under Frequency Relay | Not Available P
Database
Threshold
. . Not Import into
Temperature float Temperature of the Balancing Authority Available Database
. . . Not Import into
Quality Code integer Quality Code of Temperature Available Database

5.5 Situational Awareness Alarms For mat and Route Criteria

The alarm description and format below should be use as the format template for the SA
four alarm types described in Table-1. The SA alarmswill be anew AFN category.

Actual Frequency Value

Subject Line

EMERGENCY LOAD-GENERATION UNBALANCE AT 59.944 piz

Message Interconnection Time of Alarm
A&~ Name Occurrence

—
ENERGENCY:@ST 8/ 23/ 2005 11:34:00 PM ( EDT) Threshold
Load- Gener at | ance has ente i rgency area and has been in there
for nore th — Possible Load Drop of xxxx MWat YYYY frequency

Load- Generation resources under inadequate bal ance.

Preventi ve Recormended Actions for Reliability Coordinators:
1. RCs shall:
« Mnitor the balancing authorities (BAs) within its RC
area to identify if any BA(s) has an Area Control
Error (ACE) greater than it's Bal ancing Authority ACE
Limt (BAAL).
Direct the corrective actions necessary to return the
BA's ACE to an acceptable limt.
Log event details and corrective actions on the
Reliability Coordinator |nfornmation System
(RAS), in the Frequency section.
---------------------------- DI SCLAI MER- - - - === s s e e
This notice reflects the nost current information avail able
from Control Areas. These notice results depend on the quality
and conpl eteness of the data supplied and, accordingly,

Figure 29 — Alarm Description and For mat
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Table-3 shows the alarms criteria and conditions for the Situational Awareness balance
resources application. A un-alarm equivalent to Release 3.5 BAAL un-alarm is required
for each of the SA alarms. The alarming heading should flash in the yellow information
window each time an alarm is triggered. The Alarm criteria and conditions on Table-3
should apply to Reliability Regions and Reliability Coordinators. The system unavailable
adarm and the system available un-alarm must be broadcasted when the DOE-SA
application can not be accessed by DOE for more than 1 continuous hour. Unavailability
alarm data should be archived for creating last 30-days system unavailability reports.

Table3 - AlarmsCriteria and Conditionsfor Situational Awar eness

Criteria Alarm L oad Alarm Alarm Broadcasting
Alarm Duration Shed Condition Recipients
Normal Not Alarm N/A N/A DOE to Define
Alert 15 Minutes N/A N/A DOE to Define
30 Minutes
Manual Load | 5 Minutes N/A Steady |DOE to Define
Shedding
Required 10 Minutes Flash
Automatic 1 Minute >1 MW Flash  |DOE to Define
Load Shedding
System 60 Minutes N/A Broadcast [DOE to Define
Unavailable




6. SSTUATIONAL AWARENESS LOAD-TRANSMISSION

REQUIREMENTSUSING TRANSMISSION LOAD RELIEF
(TLR) DATA

Figure-30 shows an overview of TLR process flow of data.

NERC
TLR & Flowgate
Data Flow

ICCP Node IDC

Matrkon
Flowgate

PK | Elowgate ID

CA_From
CA_To
Drescription '

//a-—"’_'_———_'—“-x\\ /:’!—_———_-—“-\
\\_____)’/ \\_‘_____,_,/
= TLR Database
RTPM (Real Name
Unknown)
\\._‘__‘___—__._J_,/’ \\‘\_____,_;’/
Release 4.0 Production
Database

Figure 30 - Overview of TLR Process Flow of Data



7. DATA REQUIREMENTS

Figure 31 shows the Database Table Structure for Situational Awareness.

Interconnection

PK |IN_ID

IN_Code
Interconnection_Name
System_Constant
Freq_Avg

Freq_Std
Second_Moment
Sansitivity_Constant
Alarm_Threshold
Alarm_Calc_Meathod
FTL_Low

FTL_High

FAL Low

FAL_High

FRL_Low

FRL_High
Freq_Resp_Threshold
msrepl_tran_version

Reliability Region

PK |RR_ID

RR_Code
Reliability_Region_MName
Freq_Resp Threshold
msrepl_tran_version

Under_Freq_Load_Drop

PK,FK1 |RR_ID
PK Hour
PK Frequency

Drop_Mw

DOE Situational Awareness Table Structure
Rev 06.16.2006

Control_Area

PK

CA_ID

FK3,13
FK4,14

R Od FK2,12

FK1,11
FKS5,15

CA_Code
ICCP_Code
ICCP_Object 1D
Control_Area_MName
RC_ID

RR_ID

ISO_RTO_ID

IN_ID

State_ID

Longitude

Latitude

Peak_Load

Freq_Bias
L10_Yearly
ACE_Prediction
ACE_10min_avg
ACE_L10_Ratio
OperationPhone
Freq_Resp_Threshold
msrepl_tran_wversion

Freguency Response

PK,12
PK,FK1,11

Date Time
CA ID

L10_Yearly

Freq_Bias

Freq_Resp

Delta ACE
Delta_Freq

ACE

Freguency

Quality ACE
Quality_Freqg
msrepl_tran_version

Figure 31 — Database Table Structurefor Situational Awar eness
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Figure-32 shows the database disturbance and alarm (DARA) table structure.

Interconnection

PK

IN_ID

IN_Code
Interconnection_Name
System_Constant
Freq_Avg

Freq_Std
Second_Moment
Sensitivity_Constant
Alarm_Threshold
Alarm_Calc Method
FTL_Low

RTPM

DARA PROJECT

Rev 06.21.2006

FTL_High

FAL_Low 3

FAL_High DARA Alarm & Disturbance Tables

FRL Low b ?

FRL_High DARA_Alarm_Type DARA_Alam_Event DARA_Disturbance DARA_Disturbance_Type

Freq_Resp_Threshold

msrepl_tran_version PK |AL_ID PK |AE_ID PK |DE_ID PK |DLID

T AL_Code FK1 |AL_ID FK1 |DL_ID B - -HA DI_Code

Description FK2 |IN_ID FK2 |IN_ID Description
Recipient_Header Date_Time Date_Time

04

Alarm_Message
Alarm_Value

Disturbance_Message

DARA_Alarm_User DARA_User

PK,FK2 User_ID PK r_ID

PKFK1 |[ALID B i

PK,FK3 [IN_ID FK1 |CO_ID
Email_Address
First_Name
Last_Name

FK2 |TZ_ID

DARA_Company
PK |CO_ID

Company_Name

DARA_Timezone

PK |TZ_ID

Time_Zone
Hour_Offset

Figure 32 — DARA Database Table Structure
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8. IMPLEMENTATION PLAN AND SCHEDULE

Table 4 shows the layout for the schedule for development of the project, testing and the
final release.

Table 4 — ACE-Frequency Release 4.0 Tasks, Responsibilities, and Schedules

TNagk Major Tasksand Sub-Tasks | Responsible Corggllteetlon Progress
New Functional Enhancements | EPG.B Sep-06
1 Prepare functional specification
2 Define data requirements and
implement database
3 Define project design
requirements
Integrate Functional and Design
4 . .
Requirements into one Spec
5 Software Development
DARA Capabilities EPG.B Sep-06
6 Integration of Activities A thru F
DARA capabilities
Design, development, and
7 integration of activities G thru |
of DARA capabilities
Situational Awar eness :
Capabilities Ay Sep-06
3 Integration of DOE-SA situational
awareness capabilities
Load Transmission Resour ce :
Adequacy Capabilities Ay Sep-06
Design, development, and
9 integration of load-transmission

resources adequacy capabilities
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